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Abstract

The reachability problem for cryptographic protocols witbn-atomic keys
can be solved via a simple constraint satisfaction proeedur

1 Introduction

Many protocol security properties can be characterizegashability problems. This
is the case for properties such as secrecy, where the algexdtprotocol analysis is
to search for a state that violates a particular invarianthsas a state in which some
secret data has been released publicly by an attacker ardishparty.

It is known that reachability is undecidable for cryptodnagprotocols in the gen-
eral case [9, 5]. Undecidability results from a context vehttre number of distinct
processes instantiating protocol roles is unbounded tearé is an active attacker who
can intercept and forge messages. It has been demonstrateddchability is decid-
able for the finite number of processes [1, 13].

The main contribution of this paper is to develop a complatk@ractical decision
procedure for the reachability problem in the presence ostracted (non-atomic)
keys. Support for constructed keys is important for formalgsis of “real-world”
protocols, as it is fairly common in protocol design to const symmetric keys from
shared secrets and other data exchanged as part of thegircdee, for example, SSL
3.0 [7]. Some of the techniques for constructing symmeteigskinvolve commutative
operators such asor or Diffie-Hellman exponentiation, and thus lie beyond thepsc
of the unmodified free-algebra approach as taken in thisrpape

We show how to convert the reachability problem into a caistisolving problem
and present a relatively simple decision algorithm for #i¢el that is easy to under-
stand and justify. The algorithm is sound and complete. Véghusstandard Dolev-Yao
attacker model with a free term algebra for messages, an@timpose any bounds
on the size of terms or cryptographic function applicatiopshe attacker. Our crypto-
graphic primitives include symmetric-key encryption wittbitrary non-atomic keys,
public-key encryption, signatures, and hashes. Thererisa#l §ast Prolog implemen-
tation.



Protocol processes are specified here as instances of usieg, the parametric
strands formalism. In the original strand space model [B6, hessages are ground
terms, but subsequent development and applications opfiveach [4, 14] allow mes-
sages to contain variables (parameters) so that a singéenscban represent all possi-
ble strands for a particular role in a protocol. Given a fisigé¢ of parametric strands
representing processes running concurrently, they candrged in a finite number
of possible ways into a single event sequence. From suchueseg, we generate a
sequence of symbolic constraints that can be solved effigien

Related work.Formal methods have been extensively applied to securitppol
analysis. Typically, the tradeoff is between incompletane.g, for finite-state check-
ing, it is necessary to impose a boundhmthattacker capabilities and number of pro-
tocol instances) and possible non-terminatieig(in many methods based on theorem
proving). Our work is closest in spirit to the approaches tlse symbolic techniques
to enumerate the infinite state space generated by a limitedber of participants.

Huima [10] developed a method for symbolic state-spaceoeapbn, using a term
algebra with canonical reductions.g, decryption cancels encryption). Completeness
was claimed but full details of the decision algorithm weo¢ in the workshop paper,
and, to the best of our knowledge, never published.

Amadio, Lugiez, and Vanackere [1, 2] also use symbolicriegqles to characterize
the unbounded set of possible messages generated by ttieeatt@hese techniques
are similar to ours in that they combine the use of variablenéssage schemas and
constraints defining the allowable set of substitutionstiimse variables. Amadiet
al. proved decidability in the bounded-process case, but amyafomic encryption
keys (with variables in key positions handled by exhausiiviestitutions) and using
a simpler free term algebra. Fiore and Abadi [6] and Bore3]efesent algorithms
for computing symbolic traces of infinite-state cryptodrayprotocols. Both methods
are technically involved, and, in [6], completeness is pbwnly for atomic keys.
Rusinowitch and Turuani [13] show the problem to be NP-catgpWwith a free term
algebra and constructed keys.

Our use of the strand space model is similar to that of Athéda [Athena, how-
ever, only supports atomic keys. Another difference is thisitena uses penetrator
strands as specified in the original strand space modelewhdur approach, no pene-
trator strands are constructed. Instead, we use a ternreloparator based on message
constructors, similar to Paulsorsgnth andanalz [12], to characterize attacker capa-
bilities. The result is an extremely concise represematiothe problem and a clean
transition from the process aspects of the protocol modalgare constraint-solving
problem.

2 Protocol Model

2.1 Parametric strands and reachability

Protocol roles are specified with parametric strands, irclvhiessage terms may con-
tain variables. Different strands are distinguished byedént values for the set of



variables (parameters) associated with a role. For exartiy@énitiator role of Lowe’s
fixed version of the Needham-Schroeder public-key protbemidshake (NSL) [11]
can be specified as:

Init(A, B, Na, Np) =
+[A,NA};((B) - [NAaNB:B];i(A) + [NBLX(B)

The responder rolRespA, B, N4, Ng) is the same except thatand— are inter-
changed.

The notation above usés]lj((A) for public-key encryption of: using the public
key of principalA. The signst+ and— denote messages sent and received, respectively,
and a sent message is called a node. Term variables in messagienoted by capital
letters.

The protocol as given above is actually slightly differerdni Lowe's; the first
message in the original j& 4, A}Ij( g+ With the nonce firstin the encrypted field. This
apparently inconsequential difference leads to an atesckhown below in Section 6.

Our constraint solving procedure analyzes a set of par&rstands, in which
some of the parameters may be instantiated by constantst & parametric strands
is called asemibundleén the Athena paper [14]. The sequence of nodes in each strand
of a semibundle implicitly specifies the state sequencifedioa = in the strand space
model. Thus, for example,

{Init(4, B, N4, Ng),ResgA’, B, N'y, Nip)}

is a semibundle. A strand in a semibundle need not be comitietay be an initial
subsequence of the full node sequence of a role.

A semibundle can be completed to a bundle by supplying tteelkdt computa-
tions and the communication causality relatierbetween received messages and sent
messages. Completion of a semibundle implies that the mktstate described by the
bundle is reachable from an empty initial state. Some semdiles are not completable.
The task of reachability analysis is to determine whethesrailsundle is completable
or not, and, if so, what substitution (instantiating the gemdle variables) is necessary
to make it possible. The representation of security attaskiBundles is discussed in
Section 2.4.

2.2 The term algebra

Messages and message fields are represented as terms irakyéie@ generated by
the operators in Fig. 1 from a finite set of symbolic constake do not distinguish
different types of constantg.g., nonces, keys, and principal names, but such types
could be introduced if desired. Analysis of particular deumidles will dictate how
many distinct constants are needed. One particular canstafways available, the
name of the attacket,

The term algebra allows any term to be used as an encryptiohdté for public-
key and symmetric encryption. We make, however, a (fairgfistic) assumption that
private keys are never leaked. Also, while the model sugparhstructed keys, the



¢ The attacker or a principal compromised by
the attacker (constant)

[t1,12] Pairing

pk(P) Messages encrypted with this public key can
be decrypted byP using its corresponding
private key. We assume that the private key
of a public-private key pair is never transmit-
ted as part of the protocol, or compromised in
any way that might make it available as initial
knowledge of the attacker. Therefore, the at-
tacker can only decrypt terms encrypted with
its own public keypk(e).

h(t) Hash (modeled as a one-way function)

[t];7  Termt encrypted witht using a symmetric
algorithm. Keys are not required to be atomic
terms.

[t],7 Termt encrypted withk using a public-key
algorithm. Any term can be used as if it were
a public key.

Sig,(t) Public-key signature of term that is vali-
dated using ke¥. Since private keys of a key
pair are never leaked, the attacker can only
construct its own signatures gig., (.. .).

Figure 1: Message term constructors

only construction operators that can be used are those gsutashing, that can be ex-
pressed in a free term algebra. Support for operators wéibcéative and commutative
properties such asor , explicit decryption operators, and relaxing the secuneape
keys assumption will require us to add an equational themtiie¢ term algebra. This
is a topic of current research.

2.3 The attacker model

In strand space models, attacker computations are repeeldeynpenetrator strands. In
this paper, we use a term set closure operation, insteatiaracterize attacker capa-
bilities. Given a time ordering of nodes consistent with a minus node isealizable

iff its message can be synthesized by the attacker from thesetsshiges sent in prior



plus nodes. A semibundle is completalffeit has a node ordering in which every
minus node is realizable.

We use the standard Dolev-Yao model for attacker compuisitibhe attacker can
simply pass along a sent message, or construct a new messagedmposing the
previously sent messages into their parts and recombihoggtparts.

In the following definition we assume thitis a set of ground terms. ifis a term
andS is a set of terms, we writ§ U ¢ rather thanS U {¢} to avoid notational clutter,
since it is unambiguous.

ThefakeoperationF (T') is defined as the smallest seicontaining?” and closed
under the following term set operators:

Analysis
Pspit(S) = SUzUy if [z,y] € S
PpdedS) = SU=z if [x]lj(@ €S
dsdedS) = SUz if [z];7,y €S
Synthesis
¢pair(5) = SU [x,y] if T,y € S
ppendS) = SU[z] ifz,yesS
psendS) = SU[z]? ifx,y €S
dnas{S) = SUh(x) fresS
¢sig(S) = SuUsig, . (x) fzes
Encryption hiding
doper(S) = SUlz]’ if [], €8
gﬁhide(S) = Su [ﬂy if [xh‘f €S

Encryption hiding operators are a technical device needeipport analysis of
constructed keys. They are explained in more detail in@est and 5.

A ¢ operator can be applied to a term set whenever the set cerdditarget”
term with the appropriate structure. One can show fha a closure operation: it is
idempotent, monotonic (with respect to set inclusion), exignsive (a set is a subset
of its closure).

JF characterizes attacker capabilities in the sense thagrfpmnon-empty term set
T, F(T) is the (infinite) set of terms that can be constructed by tteektr from?". A
received message can be synthesized from a $ef sent messages if and only if it
can be derived through, i.e, m € ¢, (... ¢1(T)) for somegy, ..., ¢p.

Define®synth = { Ppair, Ppenc Psenc Phash Psig}» ANAPanaiz = { Pspiit; Ppdeo Psdedt - IN
Paulson’s method [12]F(T") could be expressed agnth(analz(7)) wheresynth and
analz are, respectively, sequencesitf, and®ana,0perators, but this formula is not
general enough when keys can be constructed. Considexdorme, T’ = [a]h“’(b) Ub
wherea € F(T') buta ¢ synth(analz(T)).

Itis important to keep in mind that the characterizatiorhef attacker capability as
F(T') works only when (1) is a set of ground terms, and (2) we have chosen a time
ordering of nodes to establish which sent messages are™poia received message
and are therefore included i

It is not difficult to see how any operator assumed availablthé Dolev-Yao at-
tacker can be represented either as one optieem set operators in the definition.6f



or a penetrator strand in the conventional strand spaceImbae formal presentation

of the attacker model does not, in itself, imply any differern attacker capabilities
between the term closure approach and the penetrator sigrdach. With respect

to the class of attacks that can be represented as a reatyhataiblem for an instan-
tiation of a single protocol trace(g, secrecy and authentication), the two approaches
are equivalent - if an attack can be discovered by one, it @discovered by the
other. Moreover, our model supports “programmable” agadapabilities by chang-
ing ¢ operators in a way that is similar to penetrator strandseing the model with
new message term constructors and corresponglingerators will, however, affect
our ability to solve the generated constraint sets.

2.4 Secrecy and authentication goals

A secrecygoal states that some designated message should not be oidide Gom-
promise of a secret message can be detected by adding atiadrsiéicret reception
strand to the semibundle. In the case of NSL, if the respondats to keepVy; secret,
we would add the one-node strardV; to the semibundle. Then the problem of deter-
mining whether the secret is compromised is equivalent tidde if the semibundle
with the secret reception strand is reachable (compleialder terminology).

Secrecy is violated if the secret is made public at any timejust after all honest
strands have completed normally. Thus, to analyze secoeeymust consider semi-
bundles in which role strands terminate prematurely. “&#8¢s a relative term, in the
sense that there is no security violation if a “secret” isegated by, or knowingly given
to, the attacker. In order to associate a secret with homigstipals, we instantiate the
secret and the principals with symbolic constants. In thé Mgample, we supply
constants in the responder strand for the respoBdet b, the initiatorA’ = a with
whomb intends to share his secret, and the secret ndfjge= ny.

In proofterms, this is a skolemization step. A proof of resgaility or non-reachability
applies to all possible values of the constants, subjedigamplicit assumption that
constants with different names are unequal. Skolemiz&iaeed in general to instan-
tiate a nonce in the strand that generates the nonce (orsehgion-specific data).

In strand space modelayuthenticatioris typically expressed as the unreachability
of a bundle that contains a strand that receives a messageatatienticated but does
not contain another legitimate strand that sends it [16, 2poal of this kind can
be tested by a procedure to determine completability of lsenglles that contain the
authenticated strand but no authenticating strand.

2.5 The origination assumption

In our model, strands in a semibundle satisfydhigination assumptionamely, that a

variable always occurs for the first time in any strand in auminode. This assumption
helps us to state and prove secrecy goals, and it plays arrple®ving completeness
of the decision procedure. It is satisfied for nonces and@es®crets because of
skolemization. For non-secret session parameters, sustinagpals, we can make it
true by prefixing a strand with an artificial received messem®aining the variables
that would otherwise be sent first. Because they are vagathies does not constrain



their values, and because they are not secret, exposingnheemessage does no harm
and does not, in principle, affect implementability of thaek.

In our NSL example, the initiator strand contains the vdeabl for the initiator
principal, andB for the responder chosen by that principal. We add the rdde B]
to the beginning of the node sequence, so that it satisfiesrthi@ation assumption.

3 Constraint Generation

Constraints are created from a node sequence consistartheigiven semibundle, ob-
tained by interleaving the strands in any of the possiblesva@fe result may be viewed
as a singleton semibundle. For example, one possible métge dISL initiator and
responder strands is:

—[A, Bl + [A, nal i py = [0 Nalgi) + [INa 1,05 ) -
-+ = [na, Np, Bl i 4y + [NBl i) — b

This node sequence includes the secret reception stramsisting of the single node
—ny, and omits the last responder nodhzb};’((b) because it cannot affect the outcome.

3.1 Enumeration of interleavings

Different interleavings give rise to different constragats, and we attempt to solve
each constraint set until we find one that has a solution axghat none of them are
satisfiable. The number of possible interleaved node semsaran be very large. In
general, the number of interleavings of a sequence of lengind one of length (if
the elements are distinct) (?T:;") , yielding an exponential number of cases. However,
it is not necessary to consider all possible interleavihggause some interleavings
aredominatedy others, in the sense that any solution to one is a solutitimet other.
Dominated interleavings are redundant, and an optimizagichnique would eliminate
them. For example, one can show that once a send node is éntidee is no need
to consider interleavings in which it is delayed until afi@ier send or receive nodes.
With this optimization, the number of interleavings is dataed by the number of
receive nodes alone. Further optimizations are possibleetis Since there are cases
where differentinterleavings lead to incompatible caaistrsets with different solution
characteristics, we must deal with particular interleggifrather than just the partial
order of nodes given by a semibundle) before proceedingdoctimstraint solving
phase.

3.2 Generation of a constraint set

A constraintis a pairm : T wherem is a term andl" is a term set. The term set
represents the set of messages known to the attacker. Theaiotm : T" asserts that
the attacker must be able to synthesize tetrfrom the term sef".

A sequence of constraints and term sets is constructed frersetquence of nodes.
Each plus node expands the last term set with its messageaahdninus node creates
a constrainin : T'wherem is the message in the node dfids the last term set.



The first term sefly contains ground terms assumed known to the attacker. This
should include constants representing principals, irnydt least the attacker’s iden-
tity e, and their public keys, including at legsit(¢). For example, we could havg
= {alice, bob, srve, pk(srv), pk(e)} or Ty = {a, b, pk(a), pk®), ¢, pk(e)}. The first
example assumes that the serserwill deliver public keys on request, or that they are
made available in the protocol through certificates or sotheravay so that they need
not be known initially.

The node sequence above generates the following term sketoastraints:

[A,B] : To={a,be,pke)}

[a, Naljiy = Ti=ToU{[A nd] i p)}
[n(hNBﬂBLT])((A) . TQ :Tlu{[NA,nb,b}_) }
b

—

pk(a)
Note that the term sets are non-decreasing in this ordengd@’t C 7, for all 4.
This is a special case of an invariant property caltezhotonicityin Section 5.1.
Let o be a substitution of ground terms for all the variables, @d'|= {m, : T;}
be a set of constraints. We say tlaais asolutionof C', or o satisfieC, if o - C by
the definition

=

ockC (Vi) om; € F(oT;)

Deciding satisfiability of the constraint set induced by pinetocol requires reasoning
aboutF sets that can be generated from a set of arbitrary termsibpogs/olving
variables.

As a shorthand, in the context of a particu@@y we’'ll write 7y < Ty if (Vo +
C) f(O'Tl) - f(O'TQ) If T =< T andTg =< T, thenT1 =Ts.

4 Solving the Constraint Set

In general, a constraint set is solved by the reduction ghaaein which each applica-
tion of a reduction rule replaces or eliminates some coimstr@\Ve will often refer to a
constraint sequence as a constraint set when we do not nesgbtwasize the ordering.)
A sequence of reductions terminates successfully whenahstiaint set is reduced to
a simpleset, in which the left side of each remaining constraintnij are left, is a
variable. Such sets are always satisfiable (see section 4.g@¢quence of reductions
can also terminate unsuccessfully by producing a constsairthat is neither simple,
nor reducible.

A constraint set may be reducible in more than one way. Theatezh procedure
therefore creates a directed tree rooted in the initial raimt setCy. SetCy has a
solution {.e., there exists a successful attack on the protocol) if at le@es path in the
tree leads to a simple constraint set.

The reduction procedure is terminating, sound and compdsteroved in section
5. Therefore, substitution is a solution of the initial constraint set if and only if itas
solution of the simple constraint set at the end of at leastpath in the tree.



C : = initial constraint sequence
o:=10
r epeat
| et ¢* =m : T be the first constraintin C
s.t.m is not a variable
i f ¢* notfound
out put Satisfiable!
apply rule(elim)to ¢* until no longer applicable
Vr € R
i f risapplicable ta”
(C"; 0"y =r(C;0)
create node witl"’; addC — C' edge
push (C';0')
(C;0) 1= pop
until enptystack

Figure 2: Reduction proceduRre

4.1 Reduction procedure

A reduction treehas reduction states containing constraint sets as naug)stances
of reduction rules as edges. The root of the tree is the lmitiastraint set induced by
the protocol. The reduction tree is created byrdduction procedur® in Fig. 2 where
(elim)is the variable elimination rule (see section 4.2) &hid the set of reduction rules
(see section 4.3).

ProcedureP finds the first constraint where the left sideis not a variable
may contain variables inside terms). We will call the coaistr selected by active
It then applies ruldelim) repeatedly to remove all standalone variables from the term
set on the right side of the active constraint. Then one rémlucule is applied, and
the procedure is repeated. If more than one rule is appédahthe active constraint,
the reduction tree branches. Reduction rules maintaingiagivre ordering of the con-
straints. This is necessary for variable elimination toduensl (see section 4.2).

The state of the reduction is represented by a pais whereC is the current
constraint set and is a partial substitution for variables that occurred in ithiéial
constraint set. The initial state is associated with a nuifissitution. If application
of a reduction rule requires a substitution that instaetiatome of the variables, we
apply the substitution immediately to the entire constre@t and add it to (see rules
(un) and(ksub)in section 4.3). The accumulated substitution is thus edmith the
reduced constraint set along every path in the reductien tf¢he path terminates in a
satisfiable constraint set,contains variable instantiations that the attacker hasaicem
in order to stage a successful attack.

In the rule definitions below, we refer to all constraings T; preceding the active
constraintn : T'asC, and to all constraintsy; : 7} following m : T' asC'.



4.2 Variable elimination

Rule (elim) removes a standalone variable from the term set of a constRaapplies
it as many times as necessary to eliminate all standaloreles from the term set of
the active constraint.

Ceom:oUT,Cs;o

(elim) v is a variable
C<7 m: Ta C’> N

This rule is formally justified by proposition 5.1. Inforniglremoving a standalone
variablev from a term setl}, does not chang& (¢7},) for anyo + C. By the
origination assumption, each variable appears for thetiiingt on the left side of some
constraint. Sincé® selects as the active constraint the first constraint wherdetft
side is not a variable, it must be the case that v U T is preceded by a constraint
v: T, € C.. We can show thaf,, < T', thus any term that might be used to instantiate
v can instead be constructed directly frdm

4.3 Constraint reduction rules

Reduction rules are listed in Fig. 3. They should be undedsés rewrite rules on the
constraint set, and read from top to bottom. To facilitatgl@xation, we gave matching
names to term set operatatsand reduction rules. Each reduction rule applies to the
same term(s) as the corresponding term set operator.

Notice that analysis operators correspond to reductiasriilat decompose some
term in the term set on the right side of a constraint, whiletlsgsis operators corre-
spond to rules that decompose the term on the left of a canistra

4.3.1 Unification

The unification rule attempts to recognizeas a member of’, by unifying m with
some non-variable terme 7', using the most general unifier. Informally, application
of this rule represents “replay” of a term known to the ateackror example, the at-
tacker can replay an encrypted term even if it has not beentalreak the encryption.
Different successful choices foresult in different branches in the reduction tree. A
successful unification may cause one or more variables tost@ritiated, in both and

t, and this substitution is applied to every constraint indbe A successful unification
eliminates the current constraint.

The unification rulg(un) is applied only to constraints: : T" wherem is not a
variable due to the wafp selects the active constraint. Note tlatloes not contain
any standalone variables sinBeapplies rule(elim) to m : T before applying any
reduction rule, includingun). Unification does not distinguisfi and[ ] terms,i.e,,
[2], unifies with[2']: iff 2 unifies withz’, andy with y'.

Sinceo has already been applied to the constraint set, neithanor ¢ contains
any variables in the domain ef, thus the domains af ando are disjoint. If the most
general unifier mglin, t) does not exist, the rule is not applicable. Note that ifs a
constant, the rule will succeed onlyrif € T'.

10



4.3.2 Decomposition

Decomposition rulegpair), (hash) (penc) (senc) (sig) model the case when term
can be constructed from components which are synthesifadsteterms in7". In-
tuitively, the rules should be read “backwards.” For examplile(penc)can be in-
formally understood as “one of the ways the attacker cantogetsterm[m],” is by
constructing terms: andk, and then encryptingn with k£.” Note that the attacker can
construct only its own public-key signature.

4.3.3 Analysis

Analysis rules(split) and (pdec)attempt to break up terms on the right side of the
constraint as far as possible without variable instamtatif a term is encrypted with a
public key which does not belong to the attacker, it cannatdmeypted since our model
assumes that private keys are never leaked. Symmetricé@ymtion is handled by
the(sdec)rule.

4.3.4 Key substitution

Application of the key substitution rul@&sub)corresponds to the case when the attacker
decrypts a term encrypted with a public keg,, the right side of the active constraint
must contain &t];;” term. The rule is applicable only if terra in the key position
unifies nonidentically with the attacker’s public kgk(c) (the case whek = pk(e)

is covered by thépdec)rule). The attacker can only decrypt terms encrypted wih it
own public key since it is assumed that the private key of agagyis never leaked. If

k does not unify withpk(e), this means that termis not encrypted with the attacker’s
public key, and the rule does not apply.

The domains of- ando are disjoint sincer has already been applied to the con-
straint set. Note that successful application of rildeub)enables rulgpdec)which
can replacéx]ﬁ(s) by z on the right side of the current constraint as well as all¢hos
containing terms encrypted withbefore the substitution.

4.3.5 Symmetric-key decryption

The symmetric-key decryption rulsdec)can be applied when the right side of the
active constraint contains a term encrypted with a symmkay. This corresponds to
the case when the attacker succeeds in decrypting a symailgtencrypted term by
synthesizing the right key.

As far as unification and satisfiability are concerned, trezih term[t] is indis-
tinguishable fron¢];”. Its purpose is purely technical: to “hide” the symmettigal
encrypted ternit];” in order to avoid subsequent application of the same ruléeo t
newly added constrairit : T}. The intuition behind this is that decrypting terms en-
crypted withk is never necessary in order to constrkicThe term as a whole may still
be necessary. Consider constraint [¢], [k]m;: where the entire termit]; must be
used,without being decrypted itselfo decrypt another term and extréct Note that
[t];7 is replaced in the term set of the original constraint landk. Addition of k& to
the term set is sound if constraitit 7}, is satisfiable, as proved in proposition 5.3.

11



4.4 Checking satisfiability

Every path in the reduction tree generated by proceBusrminates either in a con-
straint set to which no rule can be applied, or isimplesetC that has only variables
onthe leftie,C =wvy : T1,...,v, : T,,. A simple constraint set is always satisfiable
as long as the attacker has at least one constant in itd teitra set. One can check
by inspecting the reduction rules that such constants remahe term set of every
constraint. Ifc is such a constang;, = [¢/vy, ..., c/v,] satisfies all constraints. In the
future, we may wish to distinguish different types of consta We will ensure then
that the attacker knows one constant of each type.

We have not performed a detailed analysis of the compleXityeoconstraint solv-
ing algorithm. Rusinowitch and Turuani [13] demonstratealt the problem is NP-
complete in a similar setting (free term algebra with adritterms as symmetric en-
cryption keys). The proof of NP-completeness in [13] reli@sguessing the right
substitution for variables and the right sequence of attaockerators that derivea
from T,,, for each constraint: : T),. It is likely that while our algorithm has the same
worst-case complexity, it is significantly more efficientpractice since in our case
substitutions are performed only when they may possiblyltés satisfying a con-
straint (rulequn) and(ksub), and generation of the sequencegaperators deriving
m from T, is driven by the structure of the terms.

5 Soundness and Completeness

In this section, we prove thd terminates and that it preserves all solutiong’gf
without introducing any new ones.

5.1 Invariant properties of P

Let Cp be the set of all constraint sequences generatd?| by

The origination assumption (see section 2.5) implies thahe initial sequence of
constraints, each variable appears for the first time onetiside of a constraint, and
not in the right side of that constraint. Thasigination propertyis an invariant.

Theorem (Invariance of Origination) VC' € Cp, C satisfies the origination prop-
erty.
Proof in Appendix A.1.

Consider constraint, : T, in which variablev appears for the first time. By the
origination propertyT,, does not mention, or any variable that appears later thami\
constraint sequence iisonotonicif, for any constrainin : T' s.t.T" mentions variable
v, 3Ty C T such thafl; does not mentiom or any variable that appears later thgn
andT, < Ty. Furthermore]y C T

Monotonicity captures the fact that the attacker neverdtrgnformation. Every
message received by the attacker can only add to its knowladd cannot possibly
remove any terms it already knows. If at some point the atiabkd access to terms
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in T, then at any later point these terms, possibly transformedway that preserves
F(Ty), are still available to the attacker.

Theorem (Invariance of Monotonicity) VC' € Cp, C is monotonic
Proof in Appendix A.2.

Proposition 5.1 If m : T U v is the active constraint, theéfi = T U v.

Clearly, 7 < T U w, so it suffices to show thal' U v < T'. By the origination
property, there exists an earlier constraint : T, wherev appears for the first time in
m,. It must be the case that, = v, since constraints earlier than the active constraint
have standalone variables on the left.

Supposer + C. We must show thaF (o(T U v)) C F(oT). It suffices to show
thato (T U v) C F(oT), sinceF is idempotent. SinceT C F(oT), we just need
ov € F(oT).

By monotonicity of the constraint sequen€e3 7; C T7'U v such thafl; does not
mentionv andT,, < T;. In particular,T; C T', soov € F(oT,) C F(oT).

Proposition 5.2 If T,,, = T'U [t];”, thenT,,, = T U [t];
Follows immediately from the fact th&f is closed undegopen andenide.

Proposition 5.3 Supposét|;” € T. If 3o st.o + k : Ty andTy, < T, thenT =
(T\[t]f7)UtUk

LetT = TU[] .f3ostot k:T,andT, < T, thenck € F(aT) and,
sinceF is cIosed,?—'(oT) F(oT U [ot]$). Uok) = F*. SinceF™ is closed under
¢>3decano|¢>Sen0 F* = F(oT U[ot]$, Uok Uot) = F(oT Uok U ot). By definition,

=(T\[t];7)UtUk.

5.2 Termination

The termination measure of a constraint set is a tuplg N;) whereN,, is the num-
ber of distinct variables and/; is a special expansion measure. Tuples are ordered
lexicographically.
To define the expansion measure, first define the structueérs|zof a termm to
be the number of operator applications plus the number afteots and variables in
it (the number of nodes in the parse tree). The expansionureas a constraint set
is the sum of the expansion measures of the constraints. Xffasion measure of a
constraintn : T'is |m/| - x(T') wherey is defined as follows:

x(t) =2 if tisavaror constant x([¢];”) = x(¢) + 1

X({tr; o tn}) = x(1) - x(tn) - x([t]k) =1

X([t1, t2]) = (tl)x( 2) +1 x(sig, () = x(t) +1
X([tE) = x@Ox(k) + k[ +1 x(h(t)) = x(t) +1

We have to show that each rule reduces the termination measihiecking the
rules one by one, we see thdelim) reducesN; by eliminating a factory(v) = 2;
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(un) either eliminates a variable by substitution and hencecaeslly,, or matches a
constant on the left without a substitution, which leadgsunchanged but reduc@g
by eliminating the constrain{sig), (pair), (hash) (penc) and(senc)reduceN; by
leavingT" alone but decomposing the left side into components withallenstructure
sum;(split) and(pdec)reduceN, by decreasing a factoy(¢); and(ksub)instantiates
a variable and thus reduc@g,. The most interesting case (isdec) which replaces
m : T U [t];” with expansion measute|x(T')(x(t)x(k) + |k| + 1) by k : T U [t]
andm : T'U t U k with total expansion measuf®|x(T) + |m|x(T)x(t)x(k). This
measure is smaller because thdt< |m|(|k| + 1). Hence P terminates.

5.3 Soundness

A constraint reduction proceduressundif reduction rules do not introduce new so-
lutions. To prove soundness, it is sufficient to show for gvete r thato + r(C)
implieso F C. Each reduction rule is sound (proof in Appendix A.3). Byuwcton
over the length of the reduction sequernieés sound.

5.4 Completeness

The basic idea of completeness is to show that any solutitimedhitial constraint set
is preserved along at least one path in the reduction treeisla substitution such that
o  Cy, thenP is complete if, among all the simple, satisfiable constrsats produced
by P, there is at least one s€tsuch thav - C.

Our proof of completeness is quite delicate. In particudampleteness doewt
hold inductively for any constraint seite., it is not always the case thatdéf - C,
then there is a rule such thatr - r(C). Consider constraint = h(k) : [k]pm) U
h(k). Applying reduction rule(hash)to this constraint, we obtain constraisit =
ki [klnky U h(k). This constraint is satisfiable sinédec F([k],x) U h(k)) by
applyinggopenon [£] () to obtain[k}h“’(k>, and thenpsgecon [k]h“’(k) andh (k) to obtain
k. Unfortunately, there is no reduction rule in section 4 & ttan be applied td. The
problem arises because], can be “opened” byjopen and subsequently decrypted
when computingF, but there is no corresponding reduction rule that coulddptied
to the constraint.

Observe, however, that completenessasviolated in this example. There exists
anotherrule that is applicable ta, namely,(un), which unifiesh(k) with h(k) and
successfully eliminates the constraint. This observaigothe intuition behind our
proof of completeness.

Theorem (Completenessfror any substitutiow such thatr - Cy, P will generate
a simple constraint sef’ such thatr - C.

Details of the proof can be found in Appendix A.4. The proaisists of two parts.
First, we show that completeness holds inductively for aogstraintm : T such
thatm, T do not contain[z], terms. Then, we show that thiest time a constraint
m : T such thatl’ contains dz], term appears in the reduction sequence, there exists,
given any solutionr - m : 7', an applicable sequence of reduction rules . ., 7.,
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r; = ri(o) such thatr - m' : T' = rp,(...7,(m : T)) whereT' does not contain
[2], terms.

Informally, the proof can be understood as follows. Procedumay generate
“bad” states which are satisfiable but not reducible, thotating completeness. How-
ever, “bad” states cannot appear in an arbitrary place iretthgction tree. We show that
they appear only in branches rooted in “bad-root” states dirgicular type, namely,
those generated by tlfedec)rule. For each “bad-root” state we prove that, given any
solution, there always exists at least one branch out ofttte ghat preserves this solu-
tion and leads to a “good” state. This will guarantee congpless, since any solution
of theinitial constraint set (but not necessarily of every set generat&lis preserved
along at least one path in the reduction tree.

6 Examples

The NSL protocol, as modified, was analyzed using a Prologrpra based on the
constraint reduction rules in Section 4.3. The program vigsngseveral semibundles
to look at, with as many as four legitimate strands. On a senule with two responder
strands, it found an interleaving with a solvable constreéh. One constraint reduction
path leading to a solution (and hence an attack) is traceshbel

Consider the interleaving of strands for respondessd someA, in whichb ex-
pects to share, with a particulara. The last reply in each strand has been omitted
for simplicity, but the secret-reception strana,; is added to test secrecy of. The
actual analyzed semibundle had more strands, and they werglete.

—[a,NA}pk(b) tob
+[Na;np, b 5,y frombtoa
—[B,NB};((A) to any A from any B
+[NB,na, Al fromAtoB

—ny secret reception

The constraint set from this interleaving is:
1. [G,NA};L(I)) : Tp = {a,b,E,pk(a),pk(b)}
2. [B, NB]&(A) : T =To U{[Na,[ns, bﬂﬁ((a)}
3. ny : Ty U{[NB, [N, AH;((B)}

We will follow one path leading to a solution. Note that we &rsating concatenation
as a binary right-associative operation. First, agpsnc)to (1):

1.1. pk(b) : Ty

1.2. [a,Na] :+ Ty

2. [B,NB]pk(A> T :TOU{[NA,[nb,bHIj((a)}
3. np T, U{[Ng, [ng, A}];{((B)}
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Eliminate (1.1) with(un) and expand (1.2) witfpair):

1.2.1. a : Ty

1.2.2. Ni : Ty

2 [BNgl ¢ Ti=ToU{[Na, s b5}
3. ny o Ty U{[NB,[ne, Al g}

Eliminate (1.2.1) with(un) and skip (1.2.2) because it has a variable on the left. Apply
(un)to (2) with the substitution® — N4, Ng — [n, b] andA — q, eliminating (2).

1.22. Ny : Tp
3. m o TLU{[n6,8], e, allZin

Finally, apply(ksub)to (3) with N4 — . It should be clear after this that will be
exposed and the solution can be finished up easily. Inggehia substitutions into the
original semibundle yields the attack.

The attack requires two somewhat implausible but not imptess/pe confusions:
¢ in the first message is occupying a nonce field, gndb] in the first message of
the a strand is also occupying a nonce field. This could work if agesmes are the
same length as nonces and the protocol could handle two sizasnce (single or
double). The point is not that this is a realistic attack, that it illustrates the power
of the analysis technique to find surprising results, in t@se by permitting a type
flaw. Protocols can also be encoded in such a way as to reflgetnotection, if the
implementation is believed to work that way.

To illustrate how the algorithm handles constructed kespresent partial analysis
of a toy, faulty mutual authentication protocol inspired®gng’s mutual authentication
protocol [8] (we did not discover any bugs in the originaltoal).

A= B: A,NA

B — S:A,B,Na,Ng

B ¢ S: Ns, [M([Ns, Na, B, KaD)liine g a)
A< B:Ng,h(h([Ns,Na, B, K 4]))

A — B :h(h([Ns,Na, B, Ka]),Ns)

The goal of the protocol is to preserve the secrecy of thekey = h([Ng, N4, B, K 4])
shared betweed andB.

One of the possible interleavings of the protocol and theetgeception strand
A + K 4p gives rise to the following constraint:

KAB : {AvBaNAuNBuN57[KABL(L_E[NS7NB7AD}
Rule (sdec)transforms this constraint into:
h([NsuNB:AD : {AaBaNAuNB:N57

[KABlh(INs,N5,A)) }
Kap : {A,...,Ns, Kap, h([Ns, Ng, A])}
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Rules(hash)and (un) dispose of the first constraint (this corresponds to the fact
thath([Ns, Ng, A]) can be constructed by the attacker who knoWysVg, and Ng)
and(un) disposes of the second constraint. Therefore, the consget is satisfiable,
proving that the secret reception semibundle is reachable.

7 Conclusion

By using the strand space model only for honest processethangrm set closure
characterization of the attacker, our model achieves actaasition from the process
model to the constraint solving problem. Models that puividial attacker actions
(such as in penetrator strands) in the process side mushmiwb, because they cannot
predict which actions the attacker will perform. In termsatticker capabilities, the
term set closure characterization of the attacker resolthé same (infinite) set of
synthesizable messages as penetrator strands.

Using the free term algebra simplifies the model, enablin lndle constructed
keys even in cases of self-encryption. However, withouptographic reduction rules,
we cannot handle protocols where both keys in a public-rkey pair are used explic-
itly. A free algebra also fails to represent the propertiesneryption operations with
associative and commutative characteristics, sugfvasand Diffie-Hellman exponen-
tiation. We are currently investigating how the constraii/ing algorithm presented
in this paper may be extended to support such operations.

The finite semibundle node-merge generation and the camsteaduction rules
lend themselves well to implementation in Prolog, with itsltin depth-first search
strategy and unification. We have implemented the decigiooguiure in XSB (SUNY
Stony Brook) Prolog, and it often runs in a small fraction agfeeond on the examples
we have tried, even when the vulnerability search fails. pitegram is less than three
pages. The approach can be extended in a natural way to udddpnocess analysis
by iteratively adding strands to the initial finite set, thbuthere is no guarantee of
termination if this is done.
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A Proofs

A.1 Invariance of origination

The origination property for a constraint sequence stéi@tsgach variable appears for
the first time on the left side of a constraint, and not in tigdtrside of that constraint.
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This property can only be violated by a reduction rule whgitagn a constraint : T',
changes it tan' : T' such thatl’ contains a variable’ but there is no preceding
constraint that has' only on the left side.

With the exception of rule@in)and(ksub) constraint reduction rules do not instan-
tiate existing variables or introduce new variables or deatihe order of constraints.
Therefore, they cannot violate the origination propertyld2(un) and(ksub)may in-
troduce a new variable on the right side as a result of applstifbstitutionr. Consider
constraintn : T' such thafl’ mentions variable, and substitutionr such that-v men-
tions some other variabl€. If the origination property is true for the constraint set t
which the rule is applied, then there exists another coimstna(v) : T, that precedes
m : T in the chronologically ordered constraint list such tha mentioned inn(v)
but not inT,. Consider two cases.

v' € T, By the origination property for the constraint set beforde application, there
existsm(v') : T,» precedingn(v) : T, such that' is mentioned inm(v') but not
in T,». But this constraint must also precede T and, thereforepn’ : T', since
neither(un), nor (ksub)changes the relative order of constraints. Application
of 7 does not substitute’, otherwisev’ would not appear inT". Thereforeyp’
is mentioned inrm(v') but not inTTy,, thus there exists a constraint preceding
m' : T', namelyym(v') : 7T, that mentions’ only on the left side.

v' ¢ T, Thentm(v) mentionsv’, but 7T, does not. Therefore, there exists a con-
straint precedingn’ : 7', namely,rm(v) : 7T, such that' is mentioned only
on the left side.

By induction over the length of the reduction sequence, tiggration property is
true for all constraints generated By

A.2 Invariance of monotonicity

The initial constraint set is monotonic by simple term setusion. To prove that all
constraint sets produced Byare monotonic, it is sufficient to show that monotonicity
is invariant with respect to every reduction rule from sac#.3.

Rule (elim) eliminates one ob; from T" but does not affecty, .

Rules(split) and(pdec)do not introduce new variables and do not affé¢e 7, )
foranyv;, o - C. Forexample, ift] 7 ) € Ty, thenTy, = (T, \ [t] } ) Ut.

Rules(pair), (hash) (penc) (senc) (sig) do not affectl” at all.

Rule (ksub)does not introduce any new variables or termd'tand, therefore,
cannot chang@, .

Rule (sdec)does not introduce new variables. Suppf$g € T5,. SinceF is
closed undepopen andpsgeo F(015,) for anyo F k : Ty, C' is not affected ifit];” is
replaced by[¢] or¢ U k. This follows from propositions 5.2 and 5.3.

Finally, consider rulgun). Supposer includes substitutiom; — #(v;) for some
variablesv;, v; wheret(v;) is an arbitrary term mentioning;. Even thoughr may
introducey; into some terms dfI" that did not mentiom; before, we’ll prove that either
these terms are not ify;;, or 7, when applied to the entire constraint set, replages
with ¢(v;) in some constraint precedingn(v;) : T; and makeshat constraint the first
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constraint mentioning;. We'll also show thafl" must contain a superset @f which
is not affected byr, thus preserving monotonicity. Consider two cases.

J > 1 By definition, T3, does not mention;, andr does not introduce; to 15, .

j < i By the origination propertyd constraintc = m(v;) : T; precedingm(v;) :
T; such thatl; does not mentiomw; or v;. By the induction hypothesis, the
constraint set to which rul@n)is applied is monotonic. Thereforé, T, C T
such thatl’; < Ty,. Observe thaly, C Ty, sinceT, contains all terms of’
that do not mentiow,, ... ,v;, ..., vg, While T3, contains all terms df’ that do
not mentior;, . .., v only. Substitution- does not affect any terms#,; since
they do not mention;. Thereforel;, C 7T.

After 7 is applied to the constraint set, = ¢ = ™m(v;) : 7T; = m(¢(v;)) :
T;. Note thatm(¢(v;)) mentionsy;. Thereforec’ and notm; : T; is now the
first constraint that mentions. But3 Ty, C 7T such thafl;; does not mention
VjyevvyViyenn, Uk andTTj = Tj = T@J..

By induction over the length of the reduction sequence aiktraint sets generated
by procedurd® are monotonic.

A.3 Soundness

For rule(elim), soundness follows from proposition 5.1.

Rules(split) and(pdec)are sound becausk is closed undeppair and ¢pgec FOr
example, in case of rulgpdec) F (0T U at) = F(oT UatUo[t]y.)) = F(oT U
U[t];((s)). Therefore, ifom € F(ot UoT), thenom € f(o[t]ﬁ(w UoT).

For rule(un), consider that it - 7C.,7Cs,thenc Ut F C,Cs. Also,c U T F
m : tUT because = mgum, t), thustm = 7t by definition of the most general
unifier. Thereforeg U7 F C.

For rules(pair), (hash) (penc) (senc) and(sig), soundness follows from the fact
thatF is closed under the correspondifigperator. For example, consider resnc)

If pen€C) = C<,k : T,m : T,C is satisfiable, thed o s.t.c + C.,C- and
ok € F(oT),om € F(oT). SinceF is closed undetpene [om],;, € F(oT).
Thereforeg - Cc,[m];” : T,Cs = C.

For rule (ksub) if o F 7C,tm : 7[t];” U TT,7Cp,, thenc U T F Cc,m :
[ty UT,Cs =C.

Finally, considetr - sde¢C) = C<,k : Tp,m : (T'\ [t]y”) Ut Uk, Cs where
Ty = [t]x UT. Clearly,o + C.,Cs. By proposition 5.27}, = T, thuso - k : T.
Giveno -k :T,T = (T \ [t];) Ut Uk by proposition 5.3. Therefore,- m : T'. It
follows thate - Co,m : T,Cs = C.

A.4 Completeness

This proof is long because it requires consideration of n@ases. Because of space
limitations, and in the interests of readability, what dwits is a fairly detailed proof
sketch.
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A.4.1 Completeness without encryption hiding

Supposen : T, is the active constraint and, T,,, contain no terms ofz], form.
Foranyec + C = C.,m : T,,,C~, we show that there is a rute such that (i),

is applicable toC, and (i) o + r,(C). Note that the solution does not have to be
preserved ireverypossible reduction. As long as in every state there is at tesesrule
that preserves the solution, completeness will hold. Tlefuthat an applicable rule
can always be found relies on the existence of a normal demivéor any term that can
be constructed by the attacker.

Normal derivation For any ground ternh and set of ground ternig, where neither

t, nor T' contain any occurrences of terms[af],, form, we prove that it € F(T'),
then there exists aormal derivationof ¢ from T" which either ends with an operator
from ®synth Starts with an operator fromanalz Or starts with a sequence of operators
from @gynm, followed by ¢sqecWhich is applied to a term frorf'.

Proposition A.1 If t € F(T') and neithert, nor T’ contain any occurrences ¢f:],
terms, then there exists a normal sequeice . . , ¢,, such thatt € ¢,,(... ¢1(T)). A
sequence isormaliff one of the following conditions holds:

- ¢ € Psyntn OF

- ¢1 € (I)anaIZa or

- ¢i = dsdecfOr somei, ¢, ..., ¢;i—1 € Psynin andg; is applied to ternjz];* € T for
somez, y.

Suppose € F(T'). SinceF is defined as a closure of term set operatb(see
section 2.3), this means that eititee T', ort € ¢.(...¢1(T)) where eachy; is one
of the term set operators definitfy For notational convenience, 1€y = T', and let
T; stand forg; (. . . ¢1 (Tp)) for anyi.

Step 1. First, we observe that with no hidden terms can be derived withGt#en
and¢nige Operators, since any operator application using a hidderyption could be
replaced by one using the corresponding ordinary encnyptio

Step 2.Following Step 1, we obtain a sequenge. . . , ¢, S.t.Vi ¢; € Psynth OF Panaz
andt € ¢, (... ¢1(To)). If t € Tp, the proposition holds. If ¢ T, the proposition can
only be violated if, for some, ¢, € ®anazand¢; € Ssyninfor j < k.

Sincegy € Panaiz P = Pspiit; Ppdec OF Psdec First, consider the case whep =
Pspiit OF Ppdec and lett € Ty_; be the term to whichyy, is applied. Iff € Ty, then
¢r. could be moved up to the, position. Otherwisé was created by one of thBsyntn
operations and thé,,,, 0peration is redundant and can be removed.

Now, consider the case @f, = ¢sgeo applied to term$:c]y“’,y € Ty, for some
z,y. There are two possibilities for terpa];*: either[z]> € Ty (in this case the proof
is complete), ofz];* € T; \ T;—. for somei. In this case, alsdz];” was created from
its components by one of thiesy, operations and thgsqecoperation is redundant and
can be removed.

Finding an applicable rule Consider the active constraint : T,,, and a satisfying
substitutions. Given a normal derivation afm from ¢7T,,,, we must find a reduction
rule applicable td@,, that is compatible witl.
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By definition of the active constraint (see section 4i)is not a variable and’,,
does not contain any standalone variables after applicafithe (elim) rule. Suppose
ctm: Ty, ie,om € F(cT,). Then, by proposition A.1, eitherm € o¢T,,,
or there exists a normal derivation, ..., ¢, s.t.om € ¢,(...d1(cTy,)) ande, €
Dsyntty OF ¢1 € Panaiz OF [z],” € 0Ty, fOr somer, y ande; = ¢sgecapplied to[z];”.

If om € oT,,, then the unification ruléun) can be applied to thex : T}, con-
straint, and since the rule applies the most general unifiasl be consistent with
o. Otherwise, an applicable reduction rule can be found biepamatching given the
normal derivation which satisfies one of the three condgtigimen above.

First, consider the case @ff € ®anaz The reduction rule corresponding ¢q
will be applicable tooT,,,. It must be the case thatT,,, contains a “target” term
such thatp, operates owt. There are no standalone variablesTip, sot has the
necessary top-level structure. The casepfc ®synnis handled similarly. Sincem
is the result of applying,,, om must have the corresponding structure. Sincés
not a standalone variable; must have the same top-level structuresas, and the
corresponding decomposition rule is applicableito T;,, .

Finally, consider the case whenR = ¢sqecandoT},, contains e{x]j term. Since
there are no standalone variableglin, T, must also contain {3”']? term, and the
(sdec)rule can be applied tow : T,,,.

Preserving the solution The proof that the applicable rule preserves the solution of
the constraint set proceeds on casegOff ¢1 € Panai, ande, if ¢, € Psynn For
brevity, we omit the details and explain the proof for theecakp; = psgec

By the applicability argumeniz]:* € T, for some terms: andy and rule(sdec)
is applicable taC'. It will reduceC to C' = C,y : (T \ [z]57) U [z],,m 2 (T \
] Uz Uy, Cs.

By proposition 5.2T,,, = (T}, \ [z];”) U [z],. Observe thaty € T, ; where
Ti1 = ¢i—1(...0T,,) (otherwise psgecwould not be applicable t@;_,). Therefore,
oy (Tm\[z]y) U [z],. Inthis case, according to proposition 513, = (T, \
[z]57) Uz Uy. Thisimplies thatifo = m : Ty, theno = m : (T, \ [z])7) Uz Uy,
Thereforeg - Cc,y : (Ty \ [z];7) U [z]y,m 2 (T \ [2];7) Uz Uy, Cs = C".

A.4.2 Completeness with encryption hiding

The initial constraint set contains ria’], terms. The first time arfz], term can
appear in the reduction sequence is as a res\(fid#c)application, which generates a
constraint of the fornk : 7' U [t]. We will show that such a constraint can be solved
without applying(sdec)to the hidden term.

Proposition A.2 Supposé: : T}, is satisfiable and’, contains terms of the forfa]”.
ThenVt k : Ty, is satisfiable without decryptinig] ;..

Assume the statement of the proposition is not true. Tehamyconstruction oft
using terms fronf;,, must involve an application afsqec0n [¢]5” for somet. Below,
we annotate each application @fjecwith the encrypted term on which it operates, so
that if ¢sqecis applied to[x]j, we write¢sdec<[x}j>.
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If the assumption is true, then for any solutienk k£ : T} andany sequence
¢1,-..,¢r sUch thak € ¢.(...¢1(0Ty)), 3i € 1..r such thath; = ¢sged[0t]$})
for somet. Consider the shortest such sequence.

LetT; = ¢i—1(... 41 (0T}y)). Sincegsged[ot])) can be applied tdy, it must be
the case thalpt|S}, € T; andok € T;. This implies thatvk € ¢;_1(...¢1(0T}))
whereVj € 1..i—1 ¢; # ¢sded[0t]}.). This contradicts the shortest-sequence assump-
tion and completes the proof of the proposition.

Now consider constrairk : T U [¢]; created by(sdec)application. SinceF is
closed undetopen andenige, o + k : T U [t] iff o F k- T U [¢t];”. By proposition
A2,3¢1,...,¢1 Stok € (... (cT Uolt];?)) andVi ¢; # dsdedo[t]f”). Note
thatoT U o[t];” contains no terms ofz], form. By the same argument as was used
in normal derivation construction, we can show tNat¢; # ¢open OF ¢nige. This
impliesV: that if ¢; operates on the[t];” term,¢; is also applicable to the[¢], term
because the only operators that distinguish betwégfy’ ando[t]; aregsged[ot]$))
and¢nige([ot]},), and the sequence does not contain any such operators.

Given thatk may not contaim [t} as a subterm, we conclude that € ¢, (. .. ¢1 (cTU
oltlg)) iff ok € ¢r(...¢1(cT Uclt];?)). Moreover, eachp; has the corresponding
reduction ruler; = r(¢;) since that are N@qpen OF Phige in the sequence. Because
Vi ¢; # ¢sdedo[t]}’), none ofr; are(sdec)applied toC.,m' : T" U [t'];”,Cs. By
induction over the length of the derivation, every reductiole r; is applicable to its
respective constraint, atl € 1..k,if o F ;1 (... r (C)), theno F ri(r;_1(...C))
whereC' = C., k : TUJt|x, m : TUtUEk, C is the constraint set after the first applica-
tion of rule(sdec) Solutions is preserved along the reduction sequenge. . r1 (C))
by the same inductive argument as in the case of term setewtiémcryption hiding.
Since constraint : T'U [t],, is satisfiable, by the end of the reduction sequence all con-
straints derived from it will be disposed of (either elimi@a by unification, or reduced
tov : T wherew is variable), and no unifications involve substitutifig, for a vari-
able since it appears as a standalone terfiin[¢];. ThereforeC* = ri(...71(C))
contains no terms of the for],, and the inductive completeness argument is true
for the reduction sequences rooted’li.

To summarize, whenever rulgdec)introduces a constraint containirjig|, to
the constraint set, for any solutianthere exists a sequence of reduction rules that
preservesr. None of the rules in the sequence requirf]” terms. Therefore, the
sequence is applicable to constraint(T, \ [z],”) U [t], and leads to a constraint set
in which there are n¢z1, terms.
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Ceom:T,Css0
— (un)
7Ce,7Cs;7U0

wherer = mgum, t),t € T;

Cc,[m1,me] : T,Cs50

: (pair)
Ceomy:T,mg:T,Cs;0
Ce,h(m):T,Cs;0o
(hash)
Ceom:T,Cs:0o
Ce,Im]y :T,C550
(penc)
Cok:T,m:T,Cs;o
Ce.mly” :T,C550
(senc)
Co,k:Tym:T,Cs;o
C<,Sigpk(5)(m) : T, C>;U )
(sig)
Ceom:T,Cs;0
Ce,m:[t1,t]UT,Cs;0
(split)
Ceom:t1 Ut UT,Csso
C<,m:[t]§((E)UT,C>;J
(pdec)
Ce,m:tUT,Cs;o
Co,m:[t]7 UT,Cs;0o
(ksub)

TCc,mm : Tt];7 UTT, 7Cs;7 U0
wherer = mguk, pk(e)), k # pk(e)

Ce,m:TUJt,Css0
(sdec)

Cok:TU[tg,m:TUtUk,Cs;o

Note: [z], unifies with[z']7 iff Jo s.t.oz = o', 0y = oy

Figure 3: Reduction rules
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